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Abstract. Mobile devices have risen due to internet growth in recent years. The next generation of internet protocol is
evolving for mobile devices to generate their addresses and get continuous services across networks to support the enormous
number of addresses in network-based mobility. The mobile device updates its current location to its home network and the
correspondent users through a binding update scheme in the visited network. Numerous studies have investigated binding
update schemes to verify the reachability of the mobile device at its home network. However, most schemes endure security
threats due to the incompetence of authenticating user identity and concealing the temporary location of mobile devices.
To address these issues, this paper proposes a secure and efficient binding update scheme (One-CLU) by incorporating a
one-key-based cryptographically generated address (CGA) to validate and conceal the address ownership of mobile devices
with minimal computations. The security correctness of the proposed One-CLU scheme is verified using AVISPA — a model
checker. Finally, the simulation and the numerical results show that the proposed scheme significantly reduces communication
payloads and costs for the binding update, binding refresh, and packet delivery.

Keywords: Mobile communication, routing, privacy, cryptography, communication security

nection. The main entities of MIPv6 are the mobile
node (MN), the home agent (HA), and the correspon-

1. Introduction

The Mobile Internet Protocol (MIP) provides
seamless communication between nodes by attain-
ing its respective internet protocol (IP) address. When
the node enters a new location, its IP-address changes
accordingly and acquires its new address for further
communication [1]. Hence, the mobility-based pro-
tocol for IPv6 called MIPv6 is envisioned to allow the
host to enter different networks without losing con-

*Corresponding author. Senthilkumar Mathi, Department of
Computer Science and Engineering, Amrita School of Comput-
ing, Coimbatore, Amrita Vishwa Vidyapeetham, India. E-mail:
m_senthil @cb.amrita.edu.

dent node (CN). The MN is the mobile host that uses
its permanent home-of address (HoA) to communi-
cate with its home network.

When the MN enters its new network, it acquires
the temporary address called care-of address (CoA)
to maintain communication with its respective CN
through the HA, as shown in Fig. 1. Thus, the
MN establishes the bidirectional tunnel [2] with its
HA after moving to the other network. Hence, the
HA intercepts the message destined for the MN’s
HoA and is forwarded to the MN’s current loca-
tion (CoA). Similarly, reverse tunneling sends the
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Fig. 1. Direct and indirect communication in MIPv6.

message from MN to CN. It increases the problem
of inefficient routing since bidirectional tunneling
adopts the encapsulation method to perform the tun-
neling between MN and the HA [3]. To overcome
the drawbacks of bidirectional tunneling, triangular
routing was suggested that sends the packets directly
from MN to the CN but not vice versa. It does not
provide an optimized route since the message from
CN to the MN flows through HA, thus resulting in a
longer path [4].

Further, the direct communication between MN
and CN is suggested with Ren et al.’s route optimiza-
tion (RO) method. This method requires the binding
cache at the CN for storing the MN’s HoA and CoA;
hence, the message from the CN is forwarded to the
MN’s CoA instead of HoA [5]. Thus, the MN and CN
exchange the packets directly by sending the binding
update (BU) messages and binding acknowledgment
(BA). However, security threats exist because the
attacker captures the BU messages to launch-attacks
such as man-in-the-middle (MITM), replay, false BU,
and denial-of-service [6, 7].

Most schemes suffer from security vulnerabilities
and latency issues due to the incompetence of the bal-
ancing effort between security and efficiency [8—12].
They are suffering from security threats, increased
computation costs, complexity, and inability to vali-
date address ownership. This motivates us to propose
a new BU scheme using one-key-based CGA to
enhance the efficacy and security of BU in MIPv6.

Hence, the current paper suggests a new binding
update scheme using one-key-based CGA to augment
the efficacy and security of BU in MIPv6. The con-

tributions of the paper are as follows: 1) generating
and verifying CoA, 2) providing mutual authentica-
tion between participating principals, 3) concealing
the MN’s identity, 4) validating the address owner-
ship of the MN at CN to prevent rogue nodes, 5)
verifying the correctness of the security properties
of the proposed scheme using Automated Valida-
tion of Internet Security Protocols and Application
(AVISPA) 6) significant reduction in the number of
signaling messages and computational complexity to
enhance efficiency.

2. Related work

Ali Alsalihy et al. have emphasized return routabil-
ity using identity-based encryption (RRIBE) that
involves a third party generating the private keys for
the mobile hosts [8]. The RRIBE requires a third
party, a private key generator (PKG), to generate and
distribute the keys to its respective mobile devices [8].
Initially, the MN sends the packet to CN through HA
and directly to CN. On receiving both packets, the CN
verifies whether the received contents of the packets
are similar. If both are the same, the PKG generates
the private key to provide authentication between the
participating principals.

Similarly, other packets are generated and used
to authenticate the MN and CN nodes. But, if the
PKG is compromised, an illegitimate user can eas-
ily acquire all the keys and information stored in its
database. In addition, if the PKG loses all the secret
keys, key revocation becomes impossible. The batch
binding update (BBU) scheme for RO aims at ver-
ifying the batch of binding updates simultaneously
at the receiver [9]. An additional mobile router is
deployed, connecting all the MNs within the net-
work, ensuring that the mobile router carries out the
route optimization instead of MN. It uses a multi-key
cryptographically generated address for generating
the MN’s CoA to ensure address ownership on the
verifier side. Since it is mobile, it frequently moves
into a new network, verifying that binding updates
in one network becomes impossible. However, the
generation of private keys using a third party is not
secure as it rises to vulnerabilities. In addition, it suf-
fers from a time-memory trade-off attack since the
possibility of overflow at the stack of CN is high.

Successively, to improve the efficiency and to
prove the address ownership at the respective CN,
a method known as secure route optimization for
MIPv6 using enhanced cryptographically generated
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Table 1
Comparative analysis of state-of-art
Feature RRIBE BBU CGA and DNSSEC Private Key-Based BU TOTP
Third-party Yes No Yes No No
dependency
Security Vulnerable to Secure Secure Vulnerable to private Secure
PKG compromise key disclosure
Efficiency High High High computational Moderate Moderate
computational computational cost computational cost computational cost
cost cost
Address Yes Yes Yes No No
ownership
verification
Message overhead  High High High Moderate Moderate
Complexity Yes Yes Yes Yes Yes
Key management  PKG-based Multi-key CGA CGA and DNSSEC MN’s private key Shared secret token
Suitability Suitable for Suitable for Suitable for networks  Suitable for networks. ~ Suitable for networks
networks with low  networks with with low mobility and ~ with low mobility and ~ with high mobility
mobility high mobility trusted DNS servers trusted private key and low
management computational

resources

address (CGA) and domain name system security
extension (DNSSEC) was proposed [10]. Here, the
MN in the visited network receives the home token
from HA for future communication and adopts the
CGA method to generate its new address (CoA). The
HA and visited HA validate the token for authenti-
cation to check whether the RO is allowed for the
corresponding MN. As a result, it requires a DNS
server each time by the HA and visited HA to ver-
ify the domain name. In addition, the CN employs
DNSSEC to ensure that the MN’s HoA and HA are
in the trusted domain. Here, both participants require
DNSSEC, which increases the cost of implementa-
tion, and thus, the overall efficiency decreases. In
addition, it requires more computation time to ver-
ify the CoA generated using the CGA method as it
involves a backward hash chain.

Later, the private key-based binding update scheme
was examined to validate the address ownership of the
MN [11]. The MN in its visited network generates
CoA by applying the hash function on its private key.
It provides the CN to ensure that the MN is a valid
node and reduces the number of BUs. Nevertheless,
security issues arise since the MIN uses its private key
to generate CoA. Thus, if the MN’s private key is
shared, all the information passed to the MN is easily
captured. However, it suffers from security threats of
using its private key as its CoA.

Consecutively, a time-based one-time password
(TOTP) method was examined to reduce the handover
delay [12]. It generates the shared secret token using
the opponent’s randomly generated number and pub-

lic key. It sends the node’s status request, including
its public key information, from MN to check the
reachability of the CN. However, it does not provide
validation of the address ownership of the MN. The
CN cannot validate the address ownership, though it
reduces the signaling overhead.

Table 1 highlights the comparative analysis of
existing techniques like reliance on a third party,
security vulnerabilities, increased computation costs,
and inability to validate address ownership. There-
fore, considering the problems of all the earlier
works, the current paper proposes a secure and
optimized scheme (One-CLU) where the MN incor-
porates a one-key-based CGA method to provide
mutual authentication for the nodes.

3. Proposed one-CLU scheme

The intricacies of the proposed One-CLU scheme
are discussed in this section. The notations used in
the proposed scheme are listed in Table 2. The main
aim of the proposed scheme is to validate the address
ownership of the mobile user in terms of secured
and efficient signaling messages. Here, the mutual
authentication of the communicants is carried out by
generating the CoA of MN using a one-key-based
CGA technique. The following sub-sections discuss
the initial registration of MN at the home network, the
key generation of MN, HA, and CN, and the detailed
description of the proposed BU scheme.
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Table 2
Notations used in the proposed One-CLU scheme

Notation Description

H(F, || F2) Hash value with combined fields F;
and F»

{F1, F2}K Encryption of fields F; and F; using
key K

MNgoA Home-of address of MN

HAAddr Address of HA

MNRand> HARand>» CNRand  Random number of MN, HA, and CN
MNpub, HApub, CNpub Public key of MN, HA, and CN
MNp;i, HAp;i, CNpy Private key of MN, HA, and CN

SKHA-MN Secret key shared between HA and
MN

SKmN-oN Secret key shared between MN and
CN

MNno, HANo, CNno Nonce of MN, HA, and CN

MNn1, HANg New nonce of MN and HA

MNGs;e Signature of MN

3.1. Initial association of MN with home network

Initially, HA shares the parameters such as
MNHoa, HAAddr» Gp, MNNo, HANo, CoAparam, and
HApyp with the MN. The MN stores these values in its
dynamic parameter database for further communica-
tion. In addition, HA shares the modifier value with
the MN for generating CoA when the MN enters a
new network.

3.2. A detailed description of the binding update
by MN with HA after relocation

The step-by-step intricacies of the proposed BU
with HA are discussed as follows,

Step 1: CoA Generation by MN in its visited net-
work

Initially, the MN concatenates the modifier value
with the 72-bit zeros, the public key of MN, nonce of
MN, secret key, security flag sec, where 0 < sec <S8,
and any required extension fields. The most signif-
icant 96 bits are generated as the output of hash-2
by applying the hash-based message authentication
code (HMAC) function with the concatenated val-
ues, as shown in Fig. 2. The computation of hash-2
is repeated until its leftmost /2.x sec bits obtained
the value ‘0’ by incrementing the last bit of modi-
fier value. The hash-1 value is computed by applying
HMAC on the concatenation of modifier, subnet pre-
fix, collision count (cc), the public key of MN, nonce
of MN, and the secret key. Subsequently, the leftmost
64 bits from the hash-1 are retrieved as the interface
identifier by replacing the most significant 4 bits with
the sec value and fixing the flag value to /. Finally,

Input: modifier, cc, sec, subnet prefix, public key of MN, secret key, nonce of
MN, extension fields.

Output: 128-bit address

Set the initial parameters:

Select modifier = random 128-bit values,

Select sec = either 0, 1,2 or 3

Compute(hash-1):
con_fields = concatenate(modifier, 9 zero octets, public key of MN,
nonce of MN, secret key, extension Fields)

message digest = HMAC(con_fields)
hash-1 = leftmost 96 bits of message digest
if (sec! = 0 && 12*sec! = 0)
modifier = modifier+ 1
goto Compute(hash-1)
else
goto Compute(hash-2)
end if
Setcc=0
Compute(hash-2):

con_fields1 = concatenate (modifier, subnet prefix, cc, public key of
MN, nonce of MN, secret key, Extension fields)

message digest = HMAC(con_fields1)
hash-2 = lefimost 64-bits of message digest

Set interface identifier = hash-2 by replacing the most significant 4-bit as
sec and flag value (6% and 7% bit) as 1

CoA = concatenate(subnet prefix, interface identifier)
if duplication of address occurs
cc=cc+l
else
address generation is successful
end if

Fig. 2. Pseudocode for CoA generation.

the CoA is formed by concatenating the subnet prefix
and the generated interface identifier. After generat-
ing CoA, the MN sends the binding update message
to HA.

Step 2: Location update of MN

(M1) MN — HA:

HA adgdr, MNcoa, MNNo, HMAC(MNcoa [[HANo),
{MNcoa, MNHoa, MNNo} HApyp

After generating the new CoA(MNcoa ), the MN
computes the HMAC function with the concatena-
tion of MNcoa and HAnp. In addition, it encrypts
the parameters such as MNcoa, MNHoa, and MNNo
using HApyp, and sends all the fields as the BU mes-
sage to the HA.

Step 3: Upon receipt of location update (M1) at
HA

o Verifies the HMAC value by generating its secret
key (SKua-MN).

e Decrypts the message using its private key
(HApy).

Verifies the CoA by using the one-key-based CGA.
Step 4: Verification of CoA by HA
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Input: CoA, modifier, subnet prefix, cc, public key of MN, secret key,
nonce of MN, extension fields

Ifcc>3
Stop and report as failure
else
Goto compute(hash-1)
end if
Compute(hash-1):

con_fields = concatenate (modifier, subnet prefix, cc, public key of
MN, nonce of MN, secret key, extension fields)

message digest = HMAC (con_fields)

hash-1 = leftmost 64 bits of message digest

interface identifier = rightmost 64 bits of [Pv6 address

if hash-1! = interface identifier
report as error

else
Select sec = 4 leftmost bits of interface identifier
Goto compute(hash-2)

Compute(hash-2):

con_fields1 = concatenate (modifier, 72-bit octets, public key of MN,
nonce of MN, secret key, extension fields)

message digest = HMAC(con_fields1)
hash-2 = leftmost 96 bits of message digest
if sec! = 0 and hash-2 [12* sec]! =0

retum false
else

retum true
end if

Fig. 3. Pseudocode for CoA verification.

The HA verifies the received CoA and ensures that
it validates the address ownership of MN. The pseu-
docode for verifying the CoA is shown in Fig. 3.
Initially, the HA/CN retrieves the cc value (i.e., 0,
1, or 2) and checks the subnet prefix from the CGA
parameter equivalent to the sender’s address. If it is
not equal, report it as an error; otherwise, it takes the
leftmost 64 bits of the address, known as the inter-
face identifier. Subsequently, the HA computes. the
hash-1 value by applying the HMAC function on the
concatenation of modifier, subnet prefix, cc, public
key of MN, nonce of MN, and the secret key. The
most significant 64 bits from the hash-1 value are
compared with the interface identifier of the address
by leaving the sec value and flag value. If equivalent,
the HA computes the hash-2 value by applying the
HMAC function on the concatenated values such as
the modifier, nine octets, public key of MN, nonce of
MN, and the secret key generated using the ECDH
scheme. Consequently, retrieve the sec value from the
interface identifier of the sender’s address and com-
pare it to the /2 x sec bits of the most significant bits
of hash-2. If 12 x sec values are zero, the verifica-
tion process is successful; otherwise, stop and report
as failed.

Step 5: HA sends the binding acknowledgment to
MN

(M2)HA — MN: MNcoa, HA addr, HMAC(MNy
I[HANo0), {MNn1, HAN| }MNpyp.

Subsequently, the HA generates the new nonce
value for MN (MNy1) and HA (HAN1) and transmits
it to MN by encrypting with MNpyy,. It also attaches
the hash value (applying a hash function on the nonce
MNy; and HAN1 ) to provide authentication and data
integrity.

Step 6: Upon receipt of M2 at MN

e Computes the HMAC using SKga-mn and
checks whether the received HMAC value and
the computed HMAC value are equal.

e The new nonce value, such as MNy; and HAN;,
is retrieved by decrypting M2 with the MNpy;.

3.3. Binding update by MN with CN

Step 1: Sending binding update message from MN
to CN

M3) MN — CN: CNaddar» MNcoa,
{MNcoa, ©MNNi, MNpw,  CoAparam }CNpub,
MNiig(HMAC(MNcoal| MNnj))After registering
MNcoa with the HA, the MN sends a BU message
to CN by attaching all the fields required for the CN.
It encrypts the packet containing MNcoa, MNNi,
MNpyb, and CoApaam. It also adds its signature
(MNgig) to the HMAC function containing MNcoa
and MNNl .

Step 2: Upon receipt of M3 at CN

e Decrypts the message sent by MN using CNpy;
to retrieve the CoAparam and other values.

e Verifies the CoA using a one-key-based CGA
method.

o Validates the MNj; using MNpyp.

Step 3: BA message from CN to MN

M4) CN — MN: MNcoa, CNaddr,
HMAC(CNNo|[MNN1), {CNno, MNNi{}MNpy, The
CN verifies the CoA and sends the BA message
that contains the HMAC value. Besides, it appends
the fields CNynp and MNy; by encrypting with the
public key of MN (MNpyp).

Step 4: Upon receipt of M4 at MN

e Decrypts and retrieves the value of CNyg using
MNp;;.

e Computes the HMAC function by concatenat-
ing CNyo and MNy; and validates it with the
received HMAC.
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4. Security analysis and formal verification
using AVISPA - A model checker

This section discusses the security features of the
proposed BU scheme with the existing schemes. In
addition, the validation of the proposed One-CLU
scheme using AVISPA is discussed.

4.1. Authentication

Authentication involves the process of verifying
the user’s identity in communication. It ensures that
all BUs received by the entities are from the valid
user. It can be provided by cryptographic authentica-
tion functions such as message authentication code,
hash functions, and HMAC. The comparative analy-
sis of authentication with existing schemes and the
proposed BU scheme are listed in Table 3. In the
proposed One-CLU scheme, the receiver verifies the
MN’s CoA to ensure that the MN is a valid node
[14]. Consequently, the CoA verification includes the
HMAC with a secret key known to the legal commu-
nicants, and the attacker fails to recover the secret
key.

4.2. Confidentiality

Confidentiality aims at protecting the secrecy
of data from unauthorized access. The proposed
scheme provides confidentiality by encrypting the
messages with the public key of the participants,
such as {MNCOAs MNNI, MNpub’ COAparam}CNpub
and {CNyo, MNnNi1} MNpyp. Hence, the valid user
(CN/MN) only decrypts the message using the pri-
vate key to view the message. Table 4 shows the
confidentiality analysis.

4.3. Data integrity

It checks whether the intruder modifies the data
flow between the participants during communication.

Table 3
Authentication analysis
Scheme MN-HA HA-MN  MN-CN CN-MN
RRIBE Tunnelling  Tunnelling D D
BBU Tunnelling  Tunnelling $ $
RO-DNSSEC $ 1] $ $
PKBU $ D $ $
TOTP $ $ $ $
One-CLU $ $ $ $

$ =provided; D =Not provided; @ = Not considered.

Table 4
Confidentiality analysis
Scheme MN-HA HA-MN MN-CN CN-MN
RRIBE Tunnelling  Tunnelling $ $
BBU Tunnelling  Tunnelling $ $
RO-DNSSEC $ 2 $ $
PKBU $ D $ $
TOTP D I $ $
One-CLU $ $ $ $

$ =provided; 1D =Not provided; @ = Not considered.

Table 5
Non-repudiation analysis
Scheme MN-HA HA-MN MN-CN CN-MN
RRIBE Tunnelling Tunnelling D D
BBU Tunnelling  Tunnelling $ $
RO-DNSSEC $ 2 $ $
PKBU D D $ $
TOTP $ $ $ $
One-CLU $ $ $ $

$ =provided; D = Not provided; @ = Not considered.

Table 6
Attack prevention analysis
Scheme MN-HA HA-MN  MN-CN CN-MN
RRIBE Tunnelling  Tunnelling $ $
BBU Tunnelling  Tunnelling $ $
RO-DNSSEC $ (0] $ $
PKBU $ D $ $
TOTP n n $ $
One-CLU $ $ $ $

$ =provided; D = Not provided; @ = Not considered

The proposed One-CLU scheme uses the HMAC
function for integrity checks. The sender (CN/HA)
attaches the message HMAC (CNpp|[MNy;1), and
HMAC (MNy; || HAno) to the MN, and thus the
receiver (MN) verifies the message by computing the
HMAC function. If the computed hash message is
equivalent to the received hash value, then the recip-
ient accepts the message or rejects the data. The
analysis of integrity is shown in Table 6.

4.4. Replay attack prevention

A replay attack is a malicious threat to the net-
work. A valid transmitted message from the source
address is repeated fraudulently or delayed for a cer-
tain time [15]. The proposed One-CLU scheme would
be avoided by appending the randomly generated
nonce with both MN and CN messages. Hence, if
the intruder tries to intercept the message, the nonce
changes immediately; thus, the verifier fails to vali-
date the message and drops it.
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4.5. Denial-of-service attack

The attacker explicitly accomplishes the Denial-
of-Service (DoS) attack to make the resource
unavailable or create network traffic. It is carried out
by continuously sending false binding update mes-
sages to the target node. The proposed One-CLU
scheme prevents this attack by verifying the CoA
using the One-key-based CGA method to check the
ownership of the address. Thus, if the address verifi-
cation fails, the HA or CN ignores the packet.

4.6. Amplification attack prevention

Amplification is a distributed Dos attack in which
the attacker repeatedly delivers the network traffic
to the victim node and temporarily interrupts its
resources. Here, the digital signature can be applied
to the message while transmitting to eliminate ampli-
fication attacks. In the proposed One-CLU scheme,
the MN attaches its signature with the packet (i.e.,
MNSig(HMAC(MNCOA”MNNl))) to the CN/HA for
authenticating the message. Hence, if the signature is
valid, the CN accepts the packet and proceeds with
the next level; otherwise, it discards the message.

4.7. False binding update prevention

The false binding update intercepts the BU mes-
sages and replaces them with the new message.
Therefore, the messages in the data packet can easily
be changed by the intruder and forwarded to valid
users. However, our proposed One-CLU scheme
eliminates the false binding update attack by adopt-
ing a secret key in CoA generation since it involves
the user’s private key. The attacker cannot generate
the secret key. Hence, the attacker fails to prove it is
a valid node to the communicant.

4.8. MITM attack prevention

The attacker listens to the communication between
two nodes and changes the content of the data packet
[16]. It is not possible in ‘the proposed scheme
since the attacker does not know the user’s secret
and private keys to modify the messages’ content.
Accordingly, if the intruder tries to send a fake BU
from its address to the CN or HA, it fails to provide
authenticity, integrity, and address ownership of the
message.

Table 7
Attack prevention analysis
Attack RRIBE BBU PKBU TOTP One-CLU
False BU D $ D D $
MITM $ $ $ $ $
DoS D $ $ $ $
Session-Hijack D $ $ D $
Replay $ $ D $ $
Amplification $ D D $ $

$ =provided; 1D =Not provided; @ = Not considered.

4.9. Session hijacking attack prevention

In session hijacking, theintruder claims its address
or fake address as the MN’s CoA and forwards it to
the CN or HA. If the receiver does not check for
the message’s authenticity, the CN or HA sends the
valid information to the attacker instead of the MN.
However, our One-CLU scheme thwarts the hijacking
attack by verifying the CoA at the receiver. Only the
valid user knows the CoA parameters and the secret
key used in the one-key-based CGA generation and
HMAC. The receiver accepts the BU or BA message
or drops it if the verification is successful. Table 7
compares security features on various binding update
schemes for their strengths and weaknesses.

4.10. Formal verification using AVISPA — A
model checker

The AVISPA tool is primarily used to verify
the security features of protocols. The protocol
uses High-Level Protocol Specification Language
(HLPSL) [17]. It is then converted into a low-
level format called Intermediate Format (IF) using
the translator known as hlpslif. Successively, the IF
forwarded to the back-ends, such as On-The-Fly-
Model-Checker (OFMC) and Constraint-logic-based
attack searcher (CL-AtSe), to trace the sequence of
events [18]. The simulation results of the One-CLU
scheme are verified using back-end OFMC and CL-
AtSe for the security properties, as shown in Fig. 4.
As a result, no revealed attacks are shown from the
execution trace of the proposed scheme.

The security analysis utilizes rigorous formal
verification via the AVISPA model checker, pro-
viding cryptographic protocol guarantees stronger
than empirical simulations. The analysis consid-
ers a comprehensive set of relevant attack vectors
across authentication, confidentiality, integrity, avail-
ability, and system security properties. Each claimed
security feature is logically argued based on the

408

409

410

411

413

414

415

416

418

419

420

421

422

423

425

426

427

428

429

430

431

432

433

434

435

436

437

438

439

440

441

442

443

444

445



446

447

448

449

450

451

452

453

454

455

456

457

458

459

460

461

462

463

464

465

466

467

468

469

470

471

472

473

474

8 S. Mathi et al. / Cryptographically generated address for location update

specific cryptographic mechanisms and protocol
operations employed. Standards-compliant crypto-
graphic primitives formally establish properties like
authentication, integrity, non-repudiation, and resis-
tance to spoofing. Security reductions demonstrate
breaking the scheme requires breaking the underlying
cryptographic assumptions. The one-way hash chain
structure prevents replay attacks, while the CGA pre-
vents falsified binding updates. The scheme provably
meets its security goals under the well-established
Dolev-Yao threat model used in AVISPA. Thus,
through formal methods, cryptographic construc-
tions, and systematic analysis, the paper provides a
robust security argument covering a broad range of
real-world attacks applicable to binding update pro-
tocols within the standard model.

5. Performance evaluation

This section discusses the performance evaluation
of the One-CLU scheme in terms of signaling cost,
binding update cost, and packet arrival rate.

5.1. Simulation set-up

The simulation set-up of the One-CLU scheme is
implemented in OMNeT++. It is an object-oriented
modular network simulation framework with a com-
ponent architecture that allows it to be widely used
in various domains [19]. It uses a high-level lan-
guage known as network description to assemble it
into a larger component and describe its structure.
The MIPv6 allows an MN to maintain the connec=

tions transparently while moving from one network
to another. The proposed One-CLU scheme’s exper-
imental set-up consists of MN, CN, HA, and access
routers, as shown in Fig. 5.

5.2. Numerical results

The results are analyzed in the INET 2.9 frame-
work designed for the MIPv6 environment in the
OMNeT++ simulator [20]. In MIPV6, the transmis-
sion time of each BU message between MN and HA
is reduced when the MN resides in its network (home
network). Typically, when the MN is in a visited net-
work, there is a delay in packet transmission to the
recipient due to wireless links. Hence, it increases
transmission time with a larger packet size, as shown
in Fig. 6.

Binding refresh (BR) refers to updating old BU
messages when new messages arrive in the cache
[21]. The cost of binding refresh increases when the
BU messages in the cache are frequently updated
[22]. Hence, the cost for BR is measured to be a
limitation associated with existing schemes. It is
addressed in the proposed method, which reduces the
frequency of BU messages from MN to the CN and
HA. The cost of BR for our One-CLU scheme is com-
puted as follows: Costgr =2M(BRya) + 2M(BRcN),
where M(BR g 4) is the mean value of the number of
BR messages sent to HA and M(BRcy) is the mean
value of the number of BR messages sent to CN.
Accordingly, the cost of BR for the proposed scheme
isestimated as 254.94335 + 509.88670 = 764.830053
per unit time. The cost analysis of BR for various
schemes with varying lifetimes of BU is shown in
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As Specified
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Computation: 0.00 seconds

% OFMC
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Fig. 4. OFMC and CL-AtSe results of the One-CLU scheme.
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Fig. 7. In a MIPv6 network with varying sizes, the BU
cost from MN to HA and MN to CN varies with the
increase in mobile nodes, as shown in Fig. 8. The pro-
posed One-CLU scheme holds lower BU cost since
the number of local binding updates (LBU) and global
binding updates (GBU) to HA and CN are reduced
compared to existing schemes. The BU cost for the
proposed One-CLU scheme is calculated as follows,

Costgy = Number of hops that the MN stays within
the access network x Cost; gy + number of BU’s
when the access network crosses its domain X
Costgpy =0.0053 per unit time, whereas the Costgy
of BBU is 0.0122 per unit time. The above result
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Fig. 8. BU cost with an increase in the number of MNs.

shows that the proposed scheme outperforms BBU
since its Costgy is less than BBU. Increasing the
packet delivery cost (Costpacket_delivery) Significantly
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Fig. 9. Packet delivery cost vs. arrival rate.

reduces the overall effectiveness of the BU scheme
due to packet loss during transmission.

The delivery cost for the total number of packets
sent to HA and CN is shown in Fig. 9. The proposed
One-CLU scheme eliminates the redundant signal-
ing messages to increase overall efficiency. Here, the
packet delivery cost is estimated as follows,

COStPacket,delivery =k x COSttunnelling

—+s x Costpacket_loss

where k and s are constants and k+s=1.

The Costpacket_delivery Of the proposed scheme is
estimated as 0.0022 per unit time, and it is lower than
TOTP with 0.0153 per unit time, which is a lower
cost than RO-DNSSEC with 0.0317 per unit time.

The handover issue greatly impacts the BU scheme
as the mobile nodes frequently change locations
[23-25]. As it undergoes more handovers, packet
loss’s probability increases, as shown in Fig. 10.
The packet loss in the proposed One-CLU scheme
is drastically reduced by eradicating the BUs in the
communication. Finally, the total signaling cost per
unit time for the BU scheme is computed as;

Costrotal_signal =number of hops that MN stays
within the access network x Cost gy + the number
of BU’s when the access network crosses its domain
x Costgpy + 2 x average number of BR messages
sent to HA + 2 x average number of BR messages
sent to CN + Costpacket_delivery-

Consequently, the total signaling cost for
the proposed BU scheme is calculated as
0.0053 +764.8300 + 0.0022=764.8375 per unit
time. The results reveal that the proposed scheme
costs less than the existing schemes. The perfor-
mance of each of these schemes for BU cost is
depicted in Fig. 11.
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The effectiveness of the proposed One-CLU BU
scheme is demonstrated in terms of reducing com-
munication payloads and costs for binding update,
binding refresh, and packet delivery. The simulation
results show that the proposed scheme reduces the
transmission time of each binding update message
between the mobile node and home agent and reduces
the cost of a binding refresh. The proposed scheme
achieves this by generating a unique CoA for each
network, which is cryptographically generated using
the one-key-based CGA technique. Additionally, the
proposed scheme conceals the identity of the mobile
node by using a temporary CoA instead of the perma-
nent HoA. The scheme exhibits resilience to handover
issues, evident in a significant reduction in packet
loss probability, showcasing real-world effectiveness.
Overall, the comprehensive evaluation confirms the
One-CLU scheme’s cost-effectiveness compared to
existing methods, as highlighted in graphical repre-
sentations. This research contributes significantly to
advancing mobility management, offering a robust
solution for MIPv6 networks.
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The key assumptions and limitations are acknowl-
edged to provide a comprehensive understanding of
our proposed BU scheme. Firstly, the efficacy of
One-CLU relies on the presumption of a trusted
infrastructure encompassing both home and vis-
ited networks. The cryptographic strength of the
one-key-based cryptographically generated address
(CGA) is a foundational assumption, making the
security of the scheme contingent upon the robust-
ness of cryptographic primitives. Additionally, the
scheme assumes user compliance with established
security practices and the absence of activities that
might compromise the binding update process or
divulge sensitive information. Moreover, continu-
ous network availability for both home and visited
networks is assumed for timely location updates.
Moving to limitations, scalability to extremely large
networks requires further analysis. Interoperability
issues may arise in heterogeneous network environ-
ments, and resource constraints on mobile devices,
such as limited processing power, could affect per-
formance. Furthermore, dynamic network conditions
and potential vulnerabilities to advanced attacks are
acknowledged as limitations, highlighting the need
for further exploration and refinement in real-world
scenarios.

6. Conclusion

The paper proposes a new secure and efficient
One-CLU scheme for MIPv6 by integrating a one-
key-based CGA method. Here, the proposed scheme
provides mutual authentication between the commu-
nicants, and in addition, the CN verifies the CoA to
ensure that MN is a valid node. It significantly reduces
security vulnerabilities as the participants compute
their secret key independently without pre-sharing
it explicitly. It avoids additional signaling costs by
limiting the number of BUs between communicants,
thereby reducing BU’s handover latency. The secu-
rity features of the proposed BU are validated using
AVISPA, ensuring that it is safe and does not con-
tain any security flaws for attacks such as MITM,
DoS, false binding update, session hijacking, ampli-
fication, and replay. The performance evaluation
shows that our One-CLU scheme’s efficacy is signif-
icantly upgraded than existing BU schemes. While
this proposed BU scheme shows promise, further
extensions of this work should focus on real-world
testing and large-scale deployment of the binding
update scheme. The scheme could be implemented in

anetwork with more devices to evaluate performance
under dynamic conditions for scalability. An addi-
tional focus on refining and optimizing the scheme’s
resilience in varying network scenarios would be
beneficial. Moving from theoretical design to prac-
tical implementation and stress testing is needed to
strengthen this scheme as a robust security solution
for next-generation mobile networks.
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